Ref: FOI/2023/9066
Date Received: 18" July 2023
Response Due: 15" August 2023

Date: 15" August 2023

Dear Sir/Madam

You asked:
Trust details
e Trust name
o Email
o City/town
Please see attached Spreadsheet.
Employee numbers
FT employees

PT employees
Total employees

sites
Please see attached Spreadsheet.

Security training

NHS

Wrightington, Wigan and
Leigh Teaching Hospitals

NHS Foundation Trust

Information Governance Department
Suite 9

Buckingham Row

Brick Kiln Lane

Wigan

WN1 1XX

Email: foi@wwl.nhs.uk
Web: www.wwl.nhs.uk

How many employees are able to work from home, do hybrid working, or work from multiple

e The total number of full-time and part-time employees employed by your trust with
professional data security / cybersecurity qualifications (as of 1st May 2023 or latest figures

available)



o The total number of full-time and part-time employees employed by your trust who have
completed security training over the last 12 months (prior to 1st May 2023 or latest figures
available)

¢ How much money (in pounds sterling) has been spent on data security training during the
last 12 months (prior to 1st May 2023 or latest figures available) this may include GDPR-
related training

Please see attached Spreadsheet.
Refusal Notice for - Section 31 (1)(a)(g)

The information which has been withheld is exempt from disclosure under section 31(1) (g) of the
Freedom of Information Act. The relevant parts of the ICO guidance on the subject
(https:/lico.org.uk/media/for-organisations/documents/1207/law-enforcement-foi-section-31.pdf) run as
follows:

31. (1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the
prevention or detection of crime. (g) the exercise by any public authority of its functions for any of the
purposes specified in subsection (2).

Data breaches reported

o Number of data breaches reported by your trust between 1st January 2020 and 31st
December 2020

e Number of data breaches reported by your trust between 1st January 2021 and 31st
December 2021

o Number of data breaches reported by your trust between 1st January 2022 and 31st
December 2022

e Number of data breaches reported by your trust since 1st January 2023
Please see attached Spreadsheet.
Security budgets

o What was your total security budget for 2022
¢ What was your total security budget for 2023

Please see attached Spreadsheet.

Which of the following NHS Digital cybersecurity services / other security secrvice do you
currently use?
e Virtual perimeter
Vulnerability scanning
Cyber security scanning
Vulnerablility assessments
SOC
Pen testing

Please see attached Spreadsheet.

Refusal Notice for - Section 31 (1)(a)(9)



The information which has been withheld is exempt from disclosure under section 31(1) (g) of the Freedom of
Information Act. The relevant parts of the ICO guidance on the subject (https://ico.org.uk/media/for-
organisations/documents/1207/law-enforcement-foi-section-31.pdf) run as follows:

31. (1) Information is exempt if its disclosure under this Act would, or would be likely to, prejudice - (a) the prevention
or detection of crime. (g) the exercise by any public authority of its functions for any of the purposes specified in
subsection (2).

If you are not entirely satisfied with this response, please do not hesitate to contact the Information
Governance Department via the email address provided. If we do not hear from you within 40 days, we
will assume that we have been able to accommodate your request under the Freedom of Information Act
2000.

Yours sincerely,

Segptha—

Gary Harris
Associate Director of Technology

PLEASE NOTE:

If you are unhappy with the service you have received in relation to your request and wish to make a
complaint or request a review of our decision, you should write to: Information Governance Department,
Wrightington, Wigan and Leigh NHS Foundation Trust, Suite 9, Buckingham Row, Brick Kiln Lane, Wigan,
WN1 1XX.

If you are not content with the outcome of your complaint, you may apply directly to the Information
Commissioner for a decision at:

The Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire, SK9 5AF

Helpline number: 0303 123 111



