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Introduction 
Aim of the risk guide 

Implementing the Risk Management Framework ensures that we 
embed risk management in our trust activities and that we manage 
risks effectively and efficiently to deliver our vision to be a provider of 
excellent health and care services for our patients and the local 
community.  

This guide is not exhaustive but aims to provide trust staff with an 
overview of the risk management process. 
 
Full details of risk management arrangements can be found in the Risk 
Management Framework, Policy and Procedure.  
 

Contact details 

For advice and support please contact: 

John Harrop 

Head of Risk 
Corporate Affairs 

  

 

 

 
 
 
 
 
 
 
 
 







 
 

5 
 

What information should we collect during the risk identification step? 

Identifying risks involves considering what, when, why, where and how things can happen.  More 
specifically: 

• What are the sources of opportunity or threat – the things that have the inherent potential to 
harm or to facilitate harm or present an opportunity. 

• What could happen – events or incidents that could occur whereby the source of opportunity or 
threat has an impact on the achievement of objectives. 

• Where – the physical locations/assets where the event could occur or where the direct or indirect 
consequences may be experienced. 

• When – specific times or time periods when the event is likely to occur and/or the consequences 
realised. 

• How – the manner or method in which the risk event or incident could occur. 

• Causes – what are the direct and indirect factors that create the source of risk or threat. 

• Business consequences – what would be the impact on objectives if the risk was realised. 

• Business areas/partners affected – what parts of the organisation and what partners might be 
involved or impacted? 

• Existing controls – a preliminary review of existing controls should be undertaken to identify  

o What controls currently exist to minimise the likelihood and consequences of each risk? 

o What vulnerabilities exist that could undermine the effectiveness of the controls?  

Note: a detailed review is completed during the risk analysis process. 

Other considerations 

Risks relating to multiple objectives 

A risk may be related to more than one of the Division’s objectives and/or its potential impact may vary in 
relation to different objectives, and the best way of addressing the risk may be different in relation to 
different objectives. Risk identification may therefore require different levels of analysis. 

Risk statements 

It is important to express the identified risks as specifically as possible in relation to the objective. 
Otherwise, the ability to assess and manage the risk will be less than effective. 

Risk Guide 3: Risk statement provides more guidance on writing a good quality risk statement. 

Risk ownership 

Once risks are identified, they should be assigned a risk owner who has responsibility for ensuring that the 
risk is being managed and monitored. 

Risk categories 

Risks during this initial phase of the process should also be allocated a risk category. 

Risk Guide 4: Risk categories provides more guidance on allocating a risk to a risk category 
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Risk versus Issue 
Aim of the risk guide 

This guide aims to help staff members engaged in planning and risk 
management activities to understand: 

• the difference between a risk and an issue, and 

• the importance of differentiating between managing a risk and 
an issue. 

What is the difference between a risk and an issue? 

The formal definition of a risk is the ’effect of uncertainty on 
objectives’1, whether that effect is a positive opportunity or a negative 
threat. 

On the surface, it’s quite clear:  

• an issue is a problem today 

• a risk may become a problem in the future.  

In practice it’s not ALWAYS that simple to understand the difference between a risk and an issue. Many 
people struggle with the question “Is this an issue or is it a risk?” 

A risk is ‘a future event’ that may have an impact on organisational objectives. It may happen or it may not. 
We can plan for risk based on its likelihood and potential impact – risks can be avoided completely, 
minimized, transferred to another party, or we can meet them head on with strategies to deal with their 
effects. 

An issue is ‘a present problem or concern influencing organisational objectives’. In other words, an issue is 
raised when something has gone or is going wrong and will affect the organisation. 

A risk can become an issue, but an issue is not a risk because it has already happened. 

Why do we differentiate between management of risks and issues? 

Focussing on risk management allows us to plan ahead to help achieve goals to potentially spend less time 
on issue management. 

It is also important to remove issues from the risk register. Since issues are managed by applying resources 
to the consequences, inclusion of issues in the risk registers tends to mask true risks and serves to track 
rather than resolve or modify risks. 

 

 

 

 

 
1ISO 31000:2018 Risk management –guidelines 
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How do I know which risk category to use?  

The trust has identified ‘Board Risks’ and ‘Corporate Risks’ as the two main ‘Risk Types’ and then funnels 
down into 13 ‘Risk Subtypes’ (Figure 2).   

Figure 2: WWL risk subtypes 

 

When allocating a risk to a risk subtype and recording it in the risk register, it is important to: 

• use your best judgment as to the appropriate category 
• allocate each risk to only one category  
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Risk Assessment     

Aim of this risk guide 
This risk guide aims to help staff members engaged in planning and risk 
management activities to understand the: 

• steps and decisions involved in conducting a risk assessment, and  

• their importance areas to consider when conducting risk 

assessments. 

What are the steps and decisions involved in conducting 
a risk assessment? 

There are three steps in assessing a risk: 

Risk identification – process of finding, recognising, describing and 

categorising risks. 

Risk analysis – process to comprehend the nature of the risk and 

determine the level of risk exposure. 

Risk evaluation – process to determine if the risk level is acceptable or 

whether a risk requires further treatment. 

For further information on risk identification, please refer to the following risk guides: 

Risk Guide 1: Risk Identification  

Risk Guide 2: Risk versus Issue  

Risk Guide 3: Risk Statements 

Risk Guide 4: Risk Categories 

 

Figure 1 demonstrates the decisions required when identifying, analysing, evaluating and treating a risk. 
The goal is to modify the level of risk using controls and, if necessary, treatments by reducing the 
likelihood of the risk occurring and/or impact of the risk should it occur. By doing so, we minimise or 
eliminate the potential impact the risk may pose to the achievement of our objectives. 

Controls are organisational strategies and processes we already have in place to modify a risk, for 
example, existing policies, procedures, practices. Treatments are additional strategies to modify the risk, 
often specific to the risk. For more information on controls and treatments, please refer to Risk Guide 6: 
Controls and Treatments. 
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It is important that risks are assessed using these tables. This helps to assess and report risks across the 

trust on a consistent basis to better manage risks and make informed decisions about the achievement of 

our objectives.  Risks scoring 15 or above are escalated to the RMC meeting and consider by the Board for 

inclusion on the BAF.  The Trust’s willingness to accept a risk at tolerance/and or risk appetite level will 

depend on which of the corporate objectives is at risk and the positive or negative impact that the risk 

would have on objectives, should it materialise. Therefore, the risk evaluation referred to above must be 

completed by staff with sufficient knowledge and authority.
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Why is it important to conduct each of the risk assessment steps? 

Once a risk is identified, it is tempting to go straight to the step of identifying treatments and not analyse 
and evaluate the risk. 

By doing so, we may be increasing our exposure to risk by not have an understanding of: 

• any changes our environment may have on our exposure to risk 

• our risk exposure if controls fail 

• whether our controls are effective or not and require strengthening 

• whether our treatments are effective or not and require amending. 

If the current risk score is already within tolerance, we may also be wasting our resources by maintaining 
controls and putting treatments in place unnecessarily.  It may not be necessary to put further treatments 
in place but monitor and periodically review the risk to ensure it remains acceptable. 

Areas to consider when conducting risk assessments 
Risk assessments are conducted when new and emerging risks are identified, as well as during ongoing 

monitoring and periodic review of existing risks. 

The following likelihood scores table (1) informs the scoring of the probability of the uncertain event 

occurring: - 
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further controls that will reduce the likelihood and/or the impact of a 
risk. 

Transfer 
the Risk  

Risks are shared (e.g., through an insurer).  Some service delivery risks 
can also be transferred to a partner or contractor by way of a formal 
contract or written agreement. 

Some aspects of risk however cannot be transferred, for example those 
that have a reputational impact. 

Tolerate 
the Risk 

Retaining the risk by informed decision. The controls in place reduce 
the likelihood and impact levels to an acceptable level (within appetite 
or tolerance) the introduction of additional controls would be cost-
benefit prohibitive.  It is therefore decided to tolerate the risk. 

Take the 
opportunity 

Taking or increasing the risk to pursue an opportunity. 

 

The following should be considered when evaluating treatment options: 

• How will the treatment modify the level of risk?  Compare the proposed risk appetite and tolerance 
scores against the controlled risk score. 

• How do costs balance out against benefits?  Financial risk costs of treatments should be recorded in 
the Datix risk record where appropriate. 

• How compatible is the treatment with the overall Divisional objectives? 

• Does it comply with legislation? 

• Does it introduce new or secondary risks? 

Planned treatments should be recorded via the actions section in the relevant Datix risk register record.  
 
Components of an action plan may include: 
 

• proposed action 

• resource requirements 

• responsibility 

• timing 

• performance measures 

• reporting and monitoring requirements. 

On a final note, the trust has limited or no control over some risks such as natural disasters, the effect of 
international financial markets, terrorism and pandemic illnesses. The only action we can take is to plan 
and prepare for such events through our Emergency Preparedness, Resilience and Response Plans.  
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Risk Appetite and Tolerance 
Aim of this risk guide 

This risk guide aims to help staff members engaged in planning and risk 
management activities to understand the difference between risk appetite 
and risk tolerance 

What is risk appetite? 

Risk appetite is defined as the level of risk with which the trust aims to 
operate (the optimal risk position).  Too great a risk appetite can 
jeopardise a project or activity whilst too little could result in lost 
opportunity.   

What is risk tolerance? 

Risk tolerance is the level of risk with which the trust is willing to operate, 
given current constraints.   This balances the current position with the risk 
appetite position outlined in organisational mission and objectives.  
 

Who determines the trust’s risk appetite? 

The risk appetite statement for achievement of each of the trust’s principal objectives is set by the board 
on an annual basis.  The Government’s Orange Book – Management of Risk, Principles and Concepts (2019) 
advises ‘the Board should determine and continuously assess the nature and extent of the principal risks 
that the organisation is exposed to and is willing to take to achieve its objectives – its risk appetite – and 
ensure that planning and decision-making reflects this assessment. Effective risk management should 
support informed decision-making in line with this risk appetite, ensure confidence in the response to risks, 
transparency over the principal risks faced and how these are managed’. 

 

How is risk appetite expressed?  

Our risk appetite position for threats and opportunities is summarised in the following table:  
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Run a Risk Report 
Aim of this risk guide 

This fact sheet aims to help staff members engaged in planning and risk management activities to: 

• Run a Risk Report for their Division 

How to run a report 

1. Log in Datix and select ‘My reports’ from the Risk register drop down menu 

 

 

2. Click ‘[Export]’ next to Risk Register Template 

 

 

3. Select the Divisions which you would like to view from the Division drop-down list. 

 

4. Select the required Risk level (current) from the drop-down list.  

To view all risks within the selected Division, leave the Risk level (current) box blank. 
 

 
 

5. Under ‘Options:’ select ‘Excel’ radio button and then click ‘Continue’ and this will open your 
spreadsheet in Excel.  

RISK GUIDE 08 
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How do I view the complete risk register for my Location? 

• Click on new search.  Enter your Ward/Dept in the ‘Location’ field.  Select ‘Open Approved Risks’ in the 
‘Approval Status’ field, then click ‘Search’.  This will show all the open risks for your Ward/Dept. 

• To view your risk register in an excel spreadsheet, log in to Datix and select ‘My reports’ from the Risk 
register drop down menu.  Click ‘[Export]’ next to Risk Register Template.  See Risk Guide 02 for info. 

Who approves risks entered on the risk register?   

 

 

 

 

 

 

 

 

How can I find out more about Risk Registers? 

• Book on a Risk Register Workshop  

• Contact the Head of Risk  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

When a new risk is submitted a notification email is automatically sent 
to Datix users within the risk location. 

Newly submitted RISK1 forms sit in new risks under review. 

The Risk Lead should review the risk, fill in the detail on the RISK2 form 
and change the drop down to Awaiting Approval.  

The appropriate Governance Lead will check the risk record, gain 
approval from the Divisional Risk Group and move the risk to Open 
Approved Risks. 
 The Risk Lead should email the Governance Lead within Datix when 
the risk is ready to be closed.  The Governance Lead will close the risk. 

The Risk Lead can reject a submitted risk if it is not substantiated or a 
duplicate risk. 
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Trust wide Risk: Use the drop-down list to select whether the risk has an impact outside of the Division 
which it originated – Yes/No. 

 

Principal Objective: Use the drop-down list to select the principal objective which is most relevant to the 
risk: Patients, People, Performance or Partnerships. 

 

Risk Category: Use the drop-down list to select the risk category which is most relevant to the risk.  A full 
list of risk categories is detailed in Risk Guide 04. 

 

Risk Location 

 

Trust: This field is pre-populated with WWL. 

 

Site: Use the drop-down list to select relevant site where the risk originated from. 

 

Division: Use the drop-down list to select relevant Division where the risk originated from. 

 

Div/Directorate: Use the drop-down list to select relevant Div/Directorate where the risk originated from. 

This is a mandatory field. 

 

Speciality:  Use the drop-down list to select relevant Speciality where the risk originated from. 

 

 

 

 

 
































